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Cyber Security

Rules 1,2 & 3 - NEVER

1. Call the number that just appeared on your screen.

2. Talk to anyone who calls you and claims they know you have a computer or
a device, just hang up.

3. Give out any personal information or credit card details to an unsolicited
caller.



Cyber Security

The following are some examples of SCAM screens that might fill your
computer or device screen. They are sometimes accompanied by a loud noise.

https://youtu.be/k2VhB7vaZI0



https://youtu.be/k2VhB7vaZI0

Have A Key?

Contact Us : mssecteam@sigaintorg

Notice from Microsoft Corporation

All activities of this computer have been recorded All your files are encrypted as our government order.We used ZhuangZi encryption method to encrypt your files.

Your computer has been blocked due to violation of Copyright and Related rights law and illegally using and distributing copyrighted contents.Your documents database and
all files have encrypted with strongest encryption and unique key,generated for this'computer.Your decryption key is stored on a Internet server.No third party softwares can
decrypt your files until you pay and obtain the private key If you don't send mioney to, surMicfosoft address within the week your all files will be parmanently crypted and

no one will be able to recover them._(Article 1,Section 8; Article 202; Article 210 of the criminal code of U.S.A. provides for a deprivation of liberty for 4-12 years)

This computer lock is aimed to stop below illegal activity
Your IP was used to:

Working on illegal copy of Windows

Sending Spam messages using Botnets

Distributing copyrighted contents via Torrents

Visiting harmful websites for download malware infected software

Install Tor Browser in another PC.

Your all files are locked.Pay 0.5 Bitcoins to our unique address to get back your files.

For address mail me with your Name Institute name along with your E-mail ID and Case no:
Y for more information about how to pay? Leave a mail

mssecteam@sigaintorg

License



OX000314CE VIRUS_DETECTED_WITHOUT_CANCELLING_PENDING_OPERATIONS

Hard Drive Safety Delete Starting In [IRPL

To STOP Deleting Hard Drive Call:

1-866-309-6475

ERROR CODE: 0OX000314CE

Please contact technical support Toll Free: 1-866-359-6475
To immediately rectify issue and prevent data loss
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Sign In

Emall

Password

& Remember me on this device.

K Login with Facebook

New to Netflix? Sig




Cyber Security - What you should

do.

ALWAYS

1. Stay calm and IGNORE all and any instructions
2. Turn off your speakers
3. OnaPC, “End Tasks” On a mac “Force Quit” On a tablet or phone close all

apps.
4. Use a good antivirus/anti-malware (I recommend Malwarebytes)



Computer Calendars

It is important to use “Cloud Based"” calendars. Examples:
Why?

—_—

Google Calendar. Cost: Free. ...

1. They synchronize across all your devices 2. Outlook. Cost: Free or by Microsoft 365
2. You can share them with partners and subscription (§69.99 per year for one person) ...
3. Zoho Calendar. Cost: Free. ...
loved ones 4. Cozi Family Organizer. ...
3. Appointments can be automatically 5 Jorte. ...
entered from an email 6. Apple Calendar. ...

4. Reminders can alert you on multiple
devices See https://calendly.com/blog/online-calendars/



Computer
Calendars

If you have a GMail, or outlook.com
(hotmail, msn etc) You already have a
Cloud based calendar.
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Switching Email Providers - Who?

1. Don't use your Internet provider
a. They typically provide slow and unreliable service or farm it out to AOL :)

2. Pick a provider you are comfortable with and feel are in it for the long haul

3. Choose a free service, who knows if a paid service will raise their rates or
simply go out of business

4. Make sure they have the ability to get your old email until all your contacts
are aware of your new address



Switching Email Providers - Who?

| prefer GMail (Google mail)

Outlook.com is another good option.



Switching Email Providers - How?

e Create your new GMail or Hotmail address

e Go into settings for that new account and tell the provider to go get your
old email from now on.

e Create a signature that tells the recipients that you are switching to a new

provider
o Steve Holder
Please note | have changed my email to steve@gmail.com

e Slowly over time your contacts will all “get it”



mailto:steve@gmail.com

Switching Email Providers - How?

GMail

Check mail from other accounts: steve@jacobsenlandscape.com (POP3) edit info delete
Learn more Last checked: 10 minutes ago. View history Check mail now
stevenmholder@verizon.net (POP3) edit info delete

Last checked: 1 hour ago. View history Check mail now
Add a mail account

Sync email X

Connected accounts

Connect your other accounts to import your email and manage it all in one place. You can connect up to 20 other email accounts.
Add a connected account

Outlook.com M G

M Other email accounts

Manage your connected accounts

Account Last update



PC vs Tablets

Each type of device runs on a different
operating system

PC/Mac/Chrome - Computers Desktops and laptops

1. Windows
2. Mac OS
3. Chrome OS

Smartphones and Tablets

1. 10S (Apple iPhone and iPads)
2. Android OS ( Other Google based smart phones,
Samsung, LG, etc.)



PC vs Tablets

PC Pro's & Cons

PROS

Full size screen mouse and keyboard

Been around a long time and can run almost all software
Stable products from Apple and Microsoft (Operating
systems)

4. Upgradeable

W~

CONS

1. High cost of ownership
a. Software
b. Maintenance
c. Support
Fragile (Laptops especially)
Can easily get viruses
Software does not always work especially after an
upgrade.

il



PC vs Tablets

Tablets Pro’'s & Cons

PROS

1. They are light and portable
2. They are easy to use just like your smartphone
3. Most Apps are FREE or just a couple of bucks
4. Don't get viruses that easily
5. Software upgrades don't usually kill the device
6. Low cost of ownership
CONS
1. Notrepairable
2. Fragile if dropped
3.  Not much local storage (it’s all in the cloud)
4. Not that easy to type on unless you add an external

keyboard



That's it!

Questions




Maggie May
says thanks!

Contact us:

Fix My PC 2
6 Baldin Drive
Midland Park

steve@fixmypc2.com
www.fixmypc2.com



http://www.fixmypc2.com

